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Incidents/Articles of Note:

Protect yourself from scams
Dropbox discloses breach after hacker stole 130 GitHub repositories
BBB Scam Alert:  Don't be fooled by a fake package deliver scam
Twilio Reveals Another Breach from the Same Hackers Behind the August
Hack
Business opportunities and trainings that claim you’ll make big money are
often scams
Bed Bath & Beyond reviewing possible data breach
Twitter Verified Status Users Flooded with Scams
How Screen Time and Social Media Put Kids at Increasing Risk of ID Theft
and Fraud
How one state's phishing training evolves with threats
BBB Scam Alert:  Facebook scams in local buy-and sell groups are on the rise 
The FBI won’t ask you for money — that’s a scam
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https://www.fairfaxtimes.com/articles/fairfax_county/protect-yourself-from-scams/article_811e07ee-669c-11ed-b7c6-ab59edd1d5d9.html
https://www.bleepingcomputer.com/news/security/dropbox-discloses-breach-after-hacker-stole-130-github-repositories/
https://www.bbb.org/article/scams/20283-scam-alert-dont-be-fooled-by-a-fake-package-delivery-scam
https://thehackernews.com/2022/10/twilio-reveals-another-breach-from-same.html
https://consumer.ftc.gov/consumer-alerts/2022/11/business-opportunities-and-trainings-claim-youll-make-big-money-are-often-scams?utm_source=govdelivery
https://www.reuters.com/business/retail-consumer/bed-bath-beyond-reviewing-possible-data-breach-2022-10-28/
https://www.infosecurity-magazine.com/news/twitter-verified-status-users/
https://www.paymentsjournal.com/how-screen-time-and-social-media-put-kids-at-increasing-risk-of-id-theft-and-fraud/
https://gcn.com/cybersecurity/2022/11/how-one-states-phishing-training-evolves-threats/379894/
https://www.bbb.org/article/news-releases/27865-bbb-scam-alert-facebook-scams-in-local-buy-and-sell-groups-are-on-the-rise
https://consumer.ftc.gov/consumer-alerts/2022/11/fbi-wont-ask-you-money-thats-scam?utm_source=govdelivery
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Resource | Amazon

6 Practical tips to help you 
stay safe and avoid scams 
when shopping at Amazon
We want to help consumers avoid 
impersonation scams this holiday
season. These happen when a 
scammer pretends to be a trusted 
company and reaches out to try to get 
access to sensitive information like 
social security numbers, bank
information, or Amazon account details. 
We encourage our consumers to use 
these tips when shopping this holiday
season.
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Resource | Experian

The Latest Scams You Need 
to Be Aware of in 2023
Scammers continue to prove that there's 
no rest for the wicked. While their goals
—to get your personal information and 
money—remain the same year in and 
year out, their strategies constantly 
change with the
times. Fraudsters know people are most 
vulnerable when they're desperate or
scared, and they may use crises and 
pressure tactics to prey on their victims.
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- Tools and Resources -

https://www.aboutamazon.com/news/retail/how-to-avoid-amazon-scams
https://www.experian.com/blogs/ask-experian/the-latest-scams-you-need-to-aware-of/
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Not a VFC Shield Member?

Join Today

 
 

  
 

   
 

 
 

 

 

 
 

 

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have

been selected to provide you with event information to highlight available resources designed to 
improve public safety and reduce the probability of becoming a victim of a crime.
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